I Enterprise Cloud Oversight Services (ECOS)

http://shop.vita.virginia.gov/ProductDetail.aspx?id=6442475853

/irginia529 @

KEEP
CALM

)/

CHRISTOPHER NEWPORT
UNIVERSITY

KEEP

.¥ orginia VIRGINIA LOTTERY
l%{@/y Vieginiaé Fablle Shools,
and Cover System and Cover
Your SaaS See i) G Your SaaS
with ECOS Legislative Branch Judicial Branch Independent Agencies Colleges and Universities \7 4 with ECOS
University of Virginia
‘ 1 , General Assembly Supreme Court of Virginia Virginia College Savings Plan Secretary of Education Virginia Commonwealth ‘ 1 ,
/ . . > . University
Auditor of Public Accounts Court of Appeals Virginia Lottery : Virginia Military Institute
. ) . J . J Christopher Newport
- - - - ~ Uni + Virginia Polytechnic
Division of Capitol Police Circuit Courts Virginia Retirement System niversty Institute and State
/ \ / \ / George Mason University Uni .
r ~ ’ ~ niversity
Joint Legislative Audit & Review Commission Virginia State Bar State Corporation Commission James Madison University Virginia School for the
/ . < S 4 Longwood University Deaf and the Blind
Division of Legislative Automated Systems ) Board of Bar Examiners ) Virginia Commonwealth Unllver5|ty Health Norfolk State University Virginia State University
p Systems Authority — —
L . . \ . . . L ) Old Dominion University The College of William &
Division of Legislative Services Virginia Criminal Sentencing Commission p X Radford Uni "
g h . Virginia Workers' Compensation Commission : adtord niversity Mary
Indigent Defense Commission \ / Richard Bland College New College Institute
g University of Mary Institute for Advanced :
Judicial Inquiry and Review Commission Washington Learning and Research ] ] ][]
NSU / VSU are Tier 1 universities under VITA governance for some things “IIII, INSTITUTE

NON Executive Branch Agencies -and- Colleges/Universities

- 3" party Vendor

A
G G

ECOS

EQUIREMENT!

Q vo_;a?_|§uv:® ResponSible RESpOﬂSib'E i “ -
' 0 Do-it-yourself

Options

AAAAAAAAAAAAAAAAAAAA

REQUIREMENTS

Virginia Information Technologies Agency
> s e ——
REQUIREMENTS REQUIREMENTS
o
REGUL ATlONS REGUL ATlONS

POLICIES -

G REGULATIONS POLICIES i
:QVI 3_|A\|CE >
-

Assures Compliance and Enhanced 39.: .A\.C:" v:)w: IANCE -
Security for SaasS. (No Paas, laas, etc.) - I Q\SES e g I QRU o L I QRULES
: =@
Cloud Security Option 1 STANDARDS TRANSPARENCY STANDARDS TRANSPARENCY STANDARDS TRANSPARENCY
Cloud Security Option 3 Cloud Security Option 4

Preferred
Cloud Security Option 2

Enterprise Cloud Oversight
Services (ECOS)

Applications

SaaS

Consume

Areas of compliance and enhanced security an Agency, 3" Party, or Vendor would need to ensure, were they not choosing the VITA-ECOS option
e |ncorporating appropriate contract terms & conditions to mitigate risk

e Meeting commonwealth requirements, such as SEC 501 and SEC 525.
e Ensuring vulnerability scans and intrusion detection are conducted

e Completing Annual SSAE16 assessment reviews.
' e Ensuring architectural standards are met.

e Patching compliance of suppliers environment.
e Monitoring performance against Service Level Agreements (SLAs).

EnterpriseServices@vita.virginia.gov
http://shop.vita.virginia.gov/ProductDetail.aspx?id=6442475853

For more information including ordering VITA’s ECOS service, please email the Enterprise Services mailbox at
Note: ECOS does NOT cover PaaS requests as part of the current service. PaaS solutions are available through eGov contracts
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CMS manages the content for non-sensitive
public websites. eClinical Works eHR.
Content Management System / SaaS solution. — _ EiFetEonte Heallll ecares
ps:/lwww.eclinicalworks.com/products-services/eclinicalworks-v10-ehr-
suite/

https://www.terminalfour.com/product/
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Microsoft Project Online.
Project and Portfolio Management

Pharmacy Benefits Management System . .
. https://products.office.com/en-us/project/compare-microsoft-project-
https://www1.magellanrx.com/magellan-rx/solutions/pharmacy-benefit- management-software?tab=tabs-
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Central Office Operations
IEP Individualized Education Program
Training and Case Management
Office of Special Education and Student Service

http://www.doe.virginia.gov/special_ed/iep_instruct_svcsl/iepl/virginia_iep/
index.shtml

Examples of Completed ECOS Assessments

Robert Kowalke ~ Enterprise Architecture ~ robert.kowalke@vita.virginia.gov @
IS

Relationship Management & Governance (RM&G) @ Virginia Information Technologies Agency (VITA)
Commonwealth Enterprise Solutions Center (CESC)

PURPOSE: To generate understanding of what ECOS means for the Virginia IT enterprise. Version 050117-1530
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